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» Setup: Shared low-entropy secret (password)
» Goal: High-entropy session key

Without PKI

Only password for authentication

Prevent offline-dictionary attacks

Limit online-guessing attacks
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Find-then-Guess BPR Model

Queries available to PPT adversary A:

Send(U*, M) - message exchange
Execute(C*, S7) - eavesdropping

Reveal(U*) - leakage of the session key
Corrupt(U) - leakage of the long term secret*
Test(U?) - semantic security of the session key

vVVvyVvYyYVvyy

What security means in BPR model?

Definition

Protocol P is forward secure PAKE if for all PPT adversaries .A making at
most ns. online attempts, where N is the size of the dictionary and C'is a
constant

< C'nse

Advie(A) < +e. (1)
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Why Dragonfly?

» Submitted for standard in IETF (patent free)

» Dragonfly PAKE

» PSK (PWD) for IKE - RFC 6617 (Experimental), 2012
» EAP-PWD - RFC 5931 (Informational), 2010

» TLS-PWD

Fully symmetric (no strict roles)
Follows SPEKE design approach
Without security proof

vy v VvYy

Stirred some controversy

Conclusion
o



PAKEs Dragonfly Results Conclusion
0000 O@0000 00000 [e]

The Dragonfly Protocol

Dragonfly draft specifications

Client Server
Initialization

Public: G, p, q; Ho, Hy : {0,1}" — {0,1}*; Hy : {0,1}" — {0,1}%;
m € Passwords; seed := Ho(C, S, T, ¢)maz,min; PW = H&P(seed, ).

my, T < Ly Mo, T < Lqg
81 =11 +my S 1= T9 + My
Ey:=PW™™ Ey:= PW ™2
C,Ey, 51
S, By, 59
abort if “Good(Es, s2) abort if =Good(E1, s1)
o= (PW?® x Ey)™ 0 := (PW* x Ey)™
kck|ske = Hy(o,1l2) kck|sks = Hy(o,12)

K= Hy(kck,C, 51,59, E1, Ea) T := Hy(kck, S, s2,51, E2, E1)
7 := Ha(kck, S, s2, s1, B2, E1) k= Ha(kck, C, s1, 52, Eq, E3)
K
- T
abort if 7 # 7 abort if kK # &
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The Dragonfly Protocol

Dragonfly draft specifications

Client Server
Initialization

Public: G, p, q; Ho, Hy : {0,1}" — {0,1}*; Hy : {0,1}" — {0,1}%;
m € Passwords; seed := Hy(C, S, 7, ¢)maz,min; PW := H&P(seed, ly).

my, T Ly Mo, T < Lqg
81 =11+ my S9 i=To + My
E,:=PW™ ™ Ey:=PW™™
C, By, 51
S, B2, 82
abort if “Good(Es, s2) abort if =Good(E1, s1)
0= (PW?* x Ep)™ o= (PW* x Ey)"™
kek|ske = Hy(o,12) kck|sks = Hy(o,12)
k= Hy(kck,C, 1,82, E1, E») 7 := Hy(kck, S, s2,s1, B2, E1)
7 := Ho(kck, S, s2, 51, Ea, Er) i = Hs(kck,C, s1, 82, E1, E9)
K
- T
abort if 7 # 7 abort if kK # &
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Provable Secure Dragonfly

Our Dragonfly

Client Server
Initialization

Public: G, p, ¢; Ho:{0,1}" — G; Hy: {0,1}* — {0,1}*
m € Passwords; PW := Hy(C, S, ).

my,T1 4 Ly
s1:=7r1+my
Ey = PW ™™ C B, 51
abort if ~Good(E}, s1)
Mo, T2 < ZLq
S i =T9 + Mo
5, Ep, 52 By = PW™™
abort if ~Good(FEx, s2)
0= (PW* x Ey)™
tr = (C, S, s1, s2, E1, E)
k|7|ske == Hy(tr,o, PW) K
o= (PW?" x Ey)™
tr = (C, S, s1, s2, E1, E)
k|T|sks := Hy(tr,o, PW)
T abort if kK # &

abort if 7 # 7

Conclusion

[e]
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Provable Secure Dragonfly

Our Dragonfly

Client Server
Initialization

Public: G, p, ¢; Ho:{0,1}" — G; Hy: {0,1}* — {0,1}*
w € Passwords; PW := Hy(C, S, ).

mi,r1 4 Ly
s1:=1r1+my
By = PW—™ C,Eq, 51
abort if ~Good(E1, s1)

Mo, T9  ZLg
So i =T9 + My
S, EQ, S92 E2 = Pmez
-

abort if ~Good(FEs, s3)
o := (PW?®2 x Ey)™
tr:= (C,S, s1, s2, E1, Ea)
k|7|ske = Hy(tr,o, PW) K
o= (PW?" x Ey)™
tr = (C, S, s1, 82, E1, E)
i|t|sks := Hy(tr,0,PW)
T abort if Kk # &
abort if 7 # 7

Conclusion

[e]
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Results
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00000
Provable Secure Dragonfly

Differences between draft and proven variant

Differences:
» "Hunting-and-Pecking" procedure
» Session key computation (sid, PW)

» Confirmation codes (recipient’s identity)
» Symmetric nature:

» Ordered message exchange
» Min/Max

Conclusion
o]
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The proof of security for Dragonfly

The theorem statement

Theorem

We consider Dragonfly protocol, with a password set of size N. Let A be an
adversary that runs in time at most t, and makes at most ns. Send queries,
ne, Execute queries, and nno and ny1 RO queries to Hy and Hy, resp. Then
there exist two algorithms B and D running in time t' such that
AdVifgonsry (A) < T where

6nse 4(”55 + nem)(2nse + Nex + nhl) n%o + 2nhl nil + Qnse
= +
N q? q 2k
nzl + 3”5&)
q

T:

4_
2051 (1 4 nse”) x Succiiy.g(B) + 4njg ¥ (Ad\/;féh(D) + (2)

and wheret’ = O(t + (nse + Nez + Nro)texp) With tewp being a time required
for exponentiation in G.
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Game hops

GO: The Dragonfly protocol
G1: Simulation game
G2: Force uniqueness and avoid collisions on Hy

vV V. vy

G3: Force random oracle queries

[a]: Randomize session key Hj(sid) (private oracles)
[b]: PW isn’t used anymore (except if Corrupt query)
[c]: Avoid lucky guesses on PW (A has to query Hy)
[d]: Avoid lucky guesses on authenticators (H)

vVvyyvyy

AskH13 event:
A has to make "correct" combo of Hy and H; queries to win.
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The proof of security for Dragonfly

Security Assumptions

DIDH assumption

Let IDH,(X,Y) = g'/@+),
An algorithm D is a (t £)- DIDH solver if Adviiéh (D)

d dldh( ) —
Priz,y < Z5, X « g"/";Y « ¢"/¥; Z « IDH,(X,Y) :
D(X,Y,Z) =1]
—Prlz,y,z € Zy, X + gl/z;Y — gl/y;Z — gl/z
D(X’Y7Z):1] b

is bigger than negligible.
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The proof of security for Dragonfly

Reduction from DIDH:

D chooses 3 distinct random indexes

Atriple (X,Y, Z) is "plugged" in H, outputs
PW; := X", PWy:=Y"2, and PW3 := Z"3
Extract from H; queries: E»”, E»Y, and E>*
D wins if B2 EyY = E5*

vV Vv VvV Y

. 3
Pr[Collc] < 2n, x (Advgfgh(p) + M)

2q
2Nse

PrAskH1-withC,] < =

Conclusion
o]
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Conclusion

Summary of results

Forward secure in BRP model with ROM

Up to 2 password guesses per online attempt

» As secure as SPEKE protocol

Slightly less efficient (4 exp vs. 4 exp + 2 mexp)
Recommendations: sid in sk and 1D in authenticators.

v

v

v

v
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