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● Private Information 
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● Query Transformation
through Proxy

● Proxy not Trusted
● Single Assumption:

No collusion between 
Proxy and Cloud
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 ✓ Scalable Search
 ✓ New Adv. Model
 ✓ Privacy in new model

   ✓ ⨁ Access Pattern Privacy
   ✓ ⨁ Safe against collusion
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Multi-User Searchable Encryption with:

Extended Adversary Model: Collusions among 
Cloud (resp. Proxy)  and any number of (non 
authorized) users.

Privacy Properties: Data Privacy, Search Pattern 
Privacy, Access Pattern Privacy

✓Proved eXternal Diffie-Hellman (XDH), PIR 
Security (IND-CCA2), Random Oracle Model
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