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Introduction

Background
Our Contribution

e By NSA in 2013.
o Lightweight.

o Feistel-like.

o ARX.

@ For software applications.

Yuan Yao, Bin Zhang, Wenling Wu
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Previous Work

o Differential Analysis by Alex Biryukov et. al. at CT-RSA 2014.
e Differential Analysis by Farzaneh Abed et. al. at FSE 2014.

e Differential Analysis by Alex Biryukov et. al. at FSE 2014.

e Differential Analysis by Itai Dinur at SAC 2014.

°

Differential Fault Analysis by Harshal Tupsamudre et. al. at
FDTC 2014.
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Introduction
Background
Our Contribution

Our Contribution

e Linear cryptanalysis of SPECK.

@ An implementation of Wallén's algorithm.
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Search Linear Trails
Linear Distinguishers
Key Recovery Attacks

Linear Cryptanalysis Against SPECK

Basics

Definition (Correlation)

cx £2Pr(X =0)—1.
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Linear Cryptanalysis Against SPECK

Basics

Definition (Correlation)

cx £2Pr(X =0)—1.

H0:CX:0(—>H1:CX;5O

Lemma (Piling-up Lemma)

CXeYy = CxCy.
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Search Linear Trails
Linear Distinguishers
Key Recovery Attacks

Linear Cryptanalysis Against SPECK

Basics

Definitions (Inner Product)

XY =@ s Xi&Y; €Fa.
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Key Recovery Attacks

Linear Cryptanalysis Against SPECK

Linear Approximation

5[0]

r rounds encryption

5[r]
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Linear Cryptanalysis Against SPECK

Linear Approximation

S[o]-T[o]

r rounds encryption

S[r]-T[r]

S[0]-T[0] & S[r] - T[r] € F2
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Linear Cryptanalysis Against SPECK

Linear Trail

S[0]-T[o]

[ ]

5[1]-T[1]

[ ]

5[2]-T[2]

S[r—1]-T[r—1]

[ ]
S[-T1]
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Linear Cryptanalysis Against SPECK

Linear Trail

S[0]-T[o]

[ ]

5[1]-T[1]

[ ] SURIVERGRNG
S[2]-T[2] |
: s (§[;] Tlil®S[i+1] .F[;+1])
S[r—1]-T[r—1] i=
[ ]

S[r]-T[r]
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Linear Cryptanalysis Against SPECK

Matsui Search

@ Proposed at EUROCRYPT 1994.
@ Branch-and-bound: |B[r —s|[T;_; c[f]| < |B]r]|
[\

[Tl = s rounds

> <|B[r]|

|B[r—s]| ><| r—s rounds
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Search Linear Trails
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Key Recovery Attacks

Linear Cryptanalysis Against SPECK

Matsui Search Algorithm

1: function Search(B, T ={})

2 r < Sizeof(B) —1,s < Sizeof(T)

3 if s=r then

& Bl eI

5: else

6 for T’ in Extend(T) do

7 if |B[r — (s+ )T <[] > |B[r]| then
8 Search(B, T')

9

: else
10: return
11: end if
12: end for
13: end if

14: end function Tc

b

Yuan Yao, Bin Zhang, Wenling Wu Automatic Search for Linear Trails of the SPECK Family



Search Linear Trails
Linear Distinguishers
Key Recovery Attacks

Linear Cryptanalysis Against SPECK

Round Function of SPECK

S[il, S[ilg

EX

K[l —€PD [« 7]

Sli+1], Sli+1]g
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Linear Cryptanalysis Against SPECK

Search Linear Trails
Linear Distinguishers
Key Recovery Attacks

Approximations of Primitives

I I [
I3 [
EX -
[P [P [P
Fl@FQ@F3:6 F2:ﬁ1<<<t F1:F2:F3

Yuan Yao, Bin Zhang, Wenling Wu

Automatic Search for Linear Trails of the SPECK Family
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Linear Cryptanalysis Against SPECK Lrinezr Dt mEfdies

Key Recovery Attacks

Approximations of Primitives

M [ [
I3 [
=1 -
[P [P [P
Fl@FQ@Ff;:a F2:F1<<<t F1:F2:F3

Modulo Addition?77?
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Search Linear Trails
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Linear Cryptanalysis Against SPECK

Approximations of Modulo Addition

Definition

- = = A
c(d,7,W) = ¢y(z,m7,)ev Zrow-Z°
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Search Linear Trails
Linear Distinguishers
Key Recovery Attacks

Linear Cryptanalysis Against SPECK

Linear Approximation Table

e Enumerate i, Vv, w, calculate ¢ (d,v,w), and sort.
@ Time: 0(23"), Memory: 0(23”).
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Search Linear Trails
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Linear Cryptanalysis Against SPECK

Linear Approximation Table

e Enumerate i, v, w, calculate c(d,v,w), and sort.
o Time: 0(23”), Memory: 0(23”).

Generate Onlinelll

TC

b

Yuan Yao, Bin Zhang, Wenling Wu Automatic Search for Linear Trails of the SPECK Family
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Linear Cryptanalysis Against SPECK

Wallén's Theorem

Let S°(0,0) = {null}, S°(n, k) = S*(n,k) =0 when k <0 or
k>n>0, and

SO(n, k) 2 (S°%(n—1,k) || {0}) U (S (n—1,k—1) | {1,2,4,7})
St(n, k) 2 (S°%(n—1,k) || {7}) U (S*(n—1,k—1) | {0,3,5,6})

otherwise, where S* || Q2 {3| b|3€ S*,be Q}. Then

S(n,k) 2 S%n, k)uSt(n, k)

is the set of all masks such that c (i, v,w) = £27K.
A
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Linear Cryptanalysis Against SPECK

Wallén's Theorem

Search Linear Trails

Linear Distinguishers
Key Recovery Attacks
So(na 0) = {(O T 00)}a
(n,0 .
thus

S(n,0) ={

((0---00),(0---00),(0--
((0---01),(0---01),(0
}

is the set of all masks such that ¢ (u

...01))

, W

) =£1

Yuan Yao, Bin Zhang, Wenling Wu
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Linear Cryptanalysis Against SPECK

Top-down Method

5*(4,2)
59(3,2) S(3,1)
59(2,2) S'(2,1) 5%(2,1) 5%(2,0)
50(1:1) Si(1,0) 50(1:1) Si(1,0) so(1 o)sl(‘1,—1)

)
AY
\ \ \
A} A} A}
[y [y y

59(0,0)S(0,~1)S°(0,0)S(0, 1) S°(0,0)S*(0, —1)
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Linear Cryptanalysis Against SPECK

Bottom-up Method

59(4,2) S1(4,2) S°(4,2) S1(4,2) S°(4,2) S'(4,2)

\/ N/ \/

SO, 513150315131 5°(3,2) 5132)
\\ / \\ \ ,I
S9(2,0) 5Y(2,0) S%(2,1) S(2,1)
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Linear Cryptanalysis Against SPECK Lineer Bisamgiidhes
Key Recovery Attacks

Extend()

Fli. Ml

M Y|
Wit |

dil =Tli+ 1 aTli+1]r

[<7] l=Tll>>g
@[] =Tk (F[i Flr> r)

»
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Linear Cryptanalysis Against SPECK

Extend()

ifr]=X[r+ 1@ Y[r+1]
ilr 1] = (V] < )@ wlr o (VIr+1]3> 1)
dli] = (Vli+1ll xg)owli+ 1@ ((d[i+1]® (v[i+2] < g)) > 1)
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Linear Cryptanalysis Against SPECK

Search Results

o SPECK-32
Rounds(r) 1 2 3 4 5 6 7 8
|B[r]| 1 1 27t 273 25 277 279 212

Rounds(r) 9 10 11 12 13 14 15 16
\B[r]| 2714 2717 2719 2720 2722 2724 2726 2728

Rounds(r) 17 18 19 20 21 22
‘B[I’]’ 2730 2734 2736 2738 2740 2742
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Search Linear Trails
Linear Distinguishers
Key Recovery Attacks

Linear Cryptanalysis Against SPECK

Search Results

o SPECK-32
Rounds(r) 1 2 3 4 5 6 7 8
|B[r]| 1 1 27t 273 25 277 279 212

Rounds(r) 9 10 11 12 13 14 15 16
\B[r]| 2714 2717 2719 2720 2722 2724 2726 2728

Rounds(r) 17 18 19 20 21 22
‘B[I’]’ 2730 2734 2736 2738 2740 2742
o SPECK-48/ 64/ 96/ 128: Omitted.
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Search Linear Trails
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Key Recovery Attacks

Linear Cryptanalysis Against SPECK

Linear Distinguishers

Block Length Trail Length Correlation Rounds Data

32 9 214 10 228
48 9 2-20 10 240
64 11 2725 12 250
64 12 2731 13 262
96 6 211 7 222
128 6 2-11 7 222
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Key Recovery Attacks

Linear Cryptanalysis Against SPECK

Key Recovery Attacks

Block/ Key Rounds (this paper/ Data (this pa- Average Time (this
Length Dinur/ Total) per/ Dinur) paper/ Dinur)
32/ 64 12/ 14/ 22 2308668/231 2612164/263
48/ 72 11/ 14/ 22 243.727 241 268.345/265
48/ 96 12/ 15/ 23 243.727/241 292345/289
64/ 926 13/ 18/ 26 254.6279 261 286.1551 293
64/ 96 14/ 18/ 26 262,7302/261 2958714/293
64/ 128 14/ 19/ 27 254.8029 261 2118.155 2125
64/ 128 15/ 19/ 27 262.7302/261 2127.871/2125
96/ 926 8/ 16/ 28 227.6463 285 274.8954 285
96/ 144 9/ 17/ 29 227.6463/285 2122.895/2133
128/ 128 8/ 17/ 32 228.2959 2113 2927363 2113
128/ 192 9/ 18/ 33 228.2959/2113 2156.736/2177
128/ 256 7/ 19/ 34 228.2959/2113 2220736/2241
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An Implementation of Wallén's Algorithm

Masks of Carry
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An Implementation of Wallén's Algorithm

Common Prefix Mask & Correlation

Lemma

Let & be the CPM of i, v, . Then

(1)) () ;65 _ 53 and § — 35

c(u,v,w)=
Y 0, otherwise
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An Implementation of Wallén's Algorithm

More Explicit Formula

5 is the CPM of i,v,w,

(d,v,w) # 0 if and only if

5=$§
¢ =5
y>1= ((ﬁ@S) >>1) @6
6= ((ﬁ>> 1)@5) ( S@I) > 1)
0= ((V>>1)@3) ( 5@1) >>1>
6:((|7v>>1)@5) ((5@1)»1) :
T —T———r,
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An Implementation of Wallén's Algorithm

CPM Method

O Generate § in increasing order of Hamming weight.

@ Generate unknowns in 4, v, w.
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An Implementation of Wallén's Algorithm

Performance Comparison

o Task: Generating UZ;E S(n, k).
o Platform: 32-bit Win7 with Visual C++ 2015 CTP optimized
by /Ox.

217 = T T T T B
- @~ The Top-down Method !

212 - _ 4~ The Bottom-up Method

—6— The CPM Method

27

22

2-3

time (seconds)

27237\ L L L L L L L =
2 4 6 8 10 12 14 16 18 Ic
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Conclusions

@ It is hard to find linear trails for large blocks.
e SPECK-32 is immune to the 1-dimensional linear cryptanalysis.

@ Linear cryptanalysis seems less efficient than differential
cryptanalysis to SPECK.
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Further Work

@ Threshold search.
@ Vectorial linear cryptanalysis.

o Apply the search to other ARX ciphers.
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Summary

Q&A

yaoyuan@tca.iscas.ac.cn
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